CHANGE MANAGEMENT
Process Definition Document
Abstract
This document defines the Change Management processes in place in Sheridan College’s
Information Technology department, as part of a larger IT Service Management strategy.
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Introduction
This document defines the Change Management process for Sheridan College.
Change management is one of the most important service management processes. Controlling the
release of changes allows the management of potential risks and disruptions that changes may bring
within them. Change Management’s role is to ensure that changes are:
•
•
•
•
•
•
•
•
•

Documented
Evaluated
Planned
Authorized
Prioritized
Tested
Communicated
Implemented
Reviewed

Roles and Responsibilities
Change Originator
The Change Originator is the technical specialist responsible for the planning and implementation of the
proposed change. The Change Originator has the following responsibilities with respect to the change
management process:
•
•

•
•
•
•

Create the RFC (Request for Change) which fully documents all aspects of the change
Completion of assessment activities (business requirements, technical requirements, definition
of risk, scope of work, resources required, impact, etc.) of the proposed change using the
framework laid out in this Change Management Process document
Submission of the RFC within appropriate timeframes to meet change approval deadlines
Discuss the change with the CAB when required
Be accountable and/or responsible for the successful completion of the change once approved
Modify the Change Record’s status as appropriate

Service Owner
The Service Owner is the primary point of contact for a given service across the organization. This
individual has responsibility for decision making, or the escalation of decisions, for all aspects of the
service delivery. They are ultimately accountable to the Business Owner for the delivery of the service
within the agreed service levels, and for the continual improvement of the service. Often, this individual
will lead a team of technical specialists or an internal support unit, accountable to an IT Director.
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A service’s owner will be defined and maintained as a portion of its entry in a larger Service Catalogue.
The Service Owner has the following responsibilities with respect to the Change Management process:
•
•
•
•
•

Representation of the service in Change Advisory Board meetings
Assists in the assessment and evaluation of proposed changes affecting their services
Prepares a review of the change implementation for presentation and discussion with the CAB
Approves Minor Normal changes
Closes the change record upon the successful completion of a Minor Normal change

Business Owner
The Business Owner is an individual in the College that is responsible for the definition of business
processes or requirements for a given service.
The Service Owner will represent their interests in all Change Management activities. The associated
Business Owner could/should be invited to any CAB meetings that discuss significant or major changes
to that service.

Change Manager
The Change Manager is a single individual responsible for the promotion, support and management of
the Change Management process at Sheridan. This role is accountable to the IT Management Team for
the change management process in its entirety.
The Change Manager has the following responsibilities with respect to the Change Management
process:
•
•
•
•
•

Chair the Change Advisory Board (CAB)
Report on the CAB’s decisions and recommendations to the IT Management Team
Provide metrics on change success rates to the IT Management Team
The Change Manager will escalate decisions to the IT Management Team when CAB is unable to
come to a consensus.
The Change Manager will communicate decisions made around changes by the IT Management
Team or the Executive to the CAB

The Change Manager role at Sheridan will be assigned to the Director of Information Technology
Support Services. The Change Manager will designate alternate individuals to fill this role in the event
that they are unavailable.

Change Advisory Board (CAB)
The Change Advisory Board (CAB) is the body that is responsible for assessing, prioritizing, and
authorizing changes that are categorized above a given risk/impact level. The CAB will escalate approval
of changes to the IT Management Team when agreement is not reached. Authorization for Minor
Normal changes are delegated by the CAB to the Service Owners.
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The membership of the CAB should be flexible, depending on the change(s) being reviewed, to ensure
that there is proper representation of the appropriate technical and business interests. CAB meetings
will be held weekly on Tuesdays at 3pm.
The Change Manager serves as the Chair of the CAB.
The CAB has the following responsibilities with respect to the Change Management process:
•
•
•
•
•
•
•

Review changes classified as Significant or Major Normal changes, and approves, denies, or
postpones these changes
Reevaluation of impact and risk assessment where appropriate
Provide recommendations and feedback with respect to change requests that are denied or
postponed
Review all completed changes against the list of Critical Success Factors documented in this
email, and prepares a report for the IT Management Team
Closure of Significant or Major Change records
Review requests for classification of changes as a Standard change, and approve or deny these
requests
Recommend improvement opportunities in Change Management

The Change Advisory Board shall consist of the following members:
•
•
•
•
•
•

Change Manager (Director, Information Technology Support Services)
Service Owner of any services impacted by proposed changes
Change Originator of any RFCs currently under discussion (as a guest, to address questions or
concerns of the CAB with respect to the change request)
Business owner(s) of affected services are to be invited as a courtesy but are not required (the
Service Owner represents the Business Owners interests in the CAB)
Other impacted areas (e.g. FAAD, FAST, OTR, HR) as appropriate per each change to be invited
as a courtesy
A Manager or Technical Lead (e.g. Coordinator) from each discrete IT business unit

Emergency Change Advisory Board (ECAB)
The ECAB is a subset of the CAB, also reporting to the Change Manager, which is responsible for
authorizing urgent changes. Staff will obtain one approval for all Emergency Changes before they are
implemented, escalating as follows until a decision is made:
1.
2.
3.
4.
5.

Service Owner responsible for the affected service
Director / Manager (or designated backup) accountable for the service
IT Crisis Manager on call
Change Manager (or designated backup if required)
Associate Vice President, Information Technology
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IT Management Team
The IT Management Team and/or the AVP-IT serves as the ultimate escalation point for any change
management decisions that cannot be resolved by the CAB and/or the Change Manager. The IT
Management Team will provide decisions for escalated issues/approvals within 1 business week.
The Change Manager is accountable to the IT Management Team for the change management process,
and for the reporting of metrics regarding change successes and failures.

Change Categorization
Proper change categorization is important for an appropriate level of authorization to take place. There
can be 3 different types of change requests:
•
•
•

Standard
Normal
Emergency

Standard Changes
Standard changes are well understood, repeatable changes and are pre-authorized. Standard changes
have the following characteristics:
•
•
•
•

Recurring
Routine
Low risk and low impact that is well understood
Change procedures are already established

Every Standard change must have pre-defined steps to follow for implementation. Each standard change
will have had all assessment activities (e.g. risk/impact assessments, technical implementation steps,
etc.) completed in advance and documented.
The approval of a previously defined change as a Standard Change is done by the CAB.

Normal Changes
Normal changes follow the complete change management process, and by definition exclude any
changes that are approved as Standard changes or would be appropriately classified as an Emergency
change.
Normal changes are categorized into 3 classifications based on their assessed impact and risk. Each of
these Normal change categories has a unique review and approval workflow associated with it.
Minor Changes
Minor changes have a low assessed risk and impact. They will be approved by the Service Owner and
completed outside of a CAB review and approval process.

9|Page

Significant Changes
Significant changes have a moderate assessed risk and impact. They must be submitted to CAB for
approval before completion.
Major Changes
Major changes have a higher degree of assessed risk and/or impact. They must be submitted to CAB
for approval before completion, and require a greater amount of scrutiny with respect to their
implementation, communication, training etc. requirements. Major changes may be escalated by the
CAB to the IT Management team for further review and approval, if necessary.
The following table details how the impact and risk assessment scores defined later in this document are
used to categorize a Normal Change as Minor, Significant, or Major:

Risk Score

High

Significant

Major

Major

Moderate

Minor

Significant

Major

Low

Minor

Minor

Major

Low

Moderate

High

Impact Score

Emergency Changes
An emergency change is implemented to repair an IT service due to an issue that has a high degree of
impact on the business, or to protect the organization from a threat. Normal changes not submitted on
time will not be treated as emergency changes.
Emergency changes must be logged, and are subject to defined communications and/or incident
management processes that must be followed.
Emergency Changes must be approved by the identified ECAB escalation process, and will be recorded
within 2 business days of the implementation of the change by the Change Originator.
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Change Authorization Model
The following table summarizes the level of approval required for each of the above change
classifications:
Change Type

Change Authority

Standard Change

Pre-approved by Change Advisory Board (CAB)

Normal Changes
Minor Change

Service Owner

Significant Change

Change Advisory Board (CAB)

Major Change

Change Advisory Board (CAB)

Emergency Changes

Emergency Change Advisory Board (ECAB)

Change Management Schedule
Changes will be scheduled in a way that it meets business needs rather than IT needs. This means that
changes will be scheduled within pre-established windows appropriate to the services impacted by the
change, and respecting other timelines laid out in this document.

Change Window
A change window is defined as a period of time during which changes to services can be implemented
with minimal impact to business operations.
Change windows will be defined for each service appropriate to the risk and the impact of a change on
business operations. The change windows should be documented in a Service Level Agreement (SLA)
with the following minimum information:
•
•
•

Service Name
Change Category (e.g. Standard, Minor/Significant/Major Normal, etc.)
Change Window for each category above

The 3rd Sunday of each month is reserved as a static and predictable change window for large and
potentially disruptive changes.

Special Approval Periods
During these time periods, all Normal changes must be logged in advance and approved at CAB.
The following Special Approval periods will be observed at Sheridan:
•

Fall term startup: 2 full calendar weeks before the start of term to 2 full calendar weeks after
the start of term
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•
•

Winter term startup: 3 full calendar weeks before the start of term until 1 full calendar week
after the start of term
Summer term: 2 full calendar weeks before the start of term until 1 full calendar week after the
start of term

Change Submission Time Frames
Normal change requests must be submitted a minimum of 3 business days prior to the next CAB
meeting if they require the review and approval of that group. Requests for Change (RFCs) received
after this time period will be deferred until the next CAB meeting. This time period is required so that
affected areas can review the change and ask questions or raise concerns with the Service Owner /
Change Originator in advance. The Change Manager has sole discretion over the adjustment of change
submission windows.
Minor change requests will be reviewed by the Service Owner within a maximum of two business days.
Change records for emergency changes must be logged within 2 business days of the completion of the
change.

Change Schedule
A list of all proposed and approved changes and their implementation dates will be recorded in a
Change Schedule that is publicly available.

Request for Change (RFC)
Changes are documented throughout their lifecycle as a Request for Change (RFC). The RFC will provide
the following information to allow the Service Owner and/or Change Advisory Board to assess the
proposed change. The RFC will consist of several components:
1.
2.
3.
4.
5.

Reason for the change
Technical details of the change
A plan to test the change after implementation
A plan to reverse all or part of the change if required
Impact and risk assessment of the change (used to categorize the change for approval
processes)
6. Proposed communications and support plan

Business Reason for the Change
This section of the RFC provides definition around the reason for the change, and should answer the
following questions:
1. Who raised the change?
2. What is the reason for the change?
3. What is the return required from the change?

12 | P a g e

Implementation Plan
The RFC will contain technical specifics to a degree of detail appropriate for other subject matter experts
to fully understand – and, if required, implement – the proposed change. This section should answer
the following questions:
1.
2.
3.
4.

What steps are required to implement the change?
What resources (people, software, hardware, etc.) are required to deliver the change?
Who is responsible for the implementation of the change?
What is the relationship between this change and other changes (e.g. interdependencies
between changes)?
5. When is the change proposed to occur?

Test Plan
The RFC will contain a plan for testing the change after implementation, and identify the resources
required to perform that testing.

Back-out Plan
A back-out plan is a documented set of steps or actions that are to be taken to restore the service if the
change fails or partially fails. The back-out plan may account for the reversal of the entire change or a
subset of the change as appropriate.
The RFC must include a back-out plan to be reviewed by the Service Owner and/or CAB before
approving the change.

Impact Assessment
To facilitate the impact assessment the following questionnaire must be completed by the Change
Originator.
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Question

Weight

Options (scored from 1 to 5)

Who is impacted
by the change?

3

Individual

Office or
entire class

Wing /
Building, OR

Campus-wide

Collegewide

Academic
program, OR
Department
What is the
impact on
business
operations?

3

No / very
little impact
on business
operation

Minor impact
with
workaround
identified

Significant
impact with
no
workaround

Permanent change
to business
process

Service
unavailable

What is the effect
on customer
service? (training,
documentation,
ongoing resource
requirements)

1

No effect /
little effect

Minor effect

Significant
effect

Considerable
effect

Major
changes to
one or more
areas of
customer
service

What is the effect
on other services
or infrastructure?

2

No effect

Minor impact
on
department
or an
individual

Significant
impact on
other
business
critical
services

Considerable
impact on other
mission critical
services?

Major impact
on other
mission
critical
services

What is the
duration of the
identified impact
to the business?

1

No outage
or
permanent
change

Less than 5
minutes

Between 5
and 15
minutes

Between 15
minutes and 1
hour

More than 1
hour

What is the effect
of not
implementing the
change?

2

No effect,
business as
usual

Lack of
service
optimization
(cannot
introduce
new
functionality,
etc.)

Cost
avoidance
opportunity
is missed

There is a risk to
existing
infrastructure, OR

Compliance
issue, OR

An existing issue
will not be
resolved, OR
Change is a key
deliverable in an
active project.

Reputation of
college could
be
significantly
impacted.
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Each answer maps to a score from 1 to 5 (in order of least impactful to most impactful) which is then
multiplied by the question’s weighting. The sum of the scores for all questions is then evaluated against
the following table to determine the change’s impact:
Assessment Score

Change Impact Evaluation

40 to 60

High Impact – change must be evaluated by CAB

25 to 40

Moderate Impact – change must be evaluated by CAB or SO depending on risk

12 to 25

Low Impact – change must be evaluated by CAB or SO depending on risk

Risk Assessment
ITIL best practices remind us that “No change is without risk”. Risk assessment is one of the mandatory
activities that must be performed before change categorization. It is required to use the below risk
assessment matrix to assign an appropriate risk level to the proposed change request. The risk
assessment process is built into the overall change assessment workflow.
Severity
On a scale of 1 to 5, what is the potential
impact to the effective operation of a
service if an issue occurs with the change.
The severity rating can be mitigated by an
effective and tested roll-back plan.

5

10

15

20

25

4

8

12

16

20

3

6

9

12

15

2

4

6

8

10

1

2

3

4

5

Probability
On a scale of 1 to 5, what is the likelihood that a problem
may occur with a given change? (1 = extremely unlikely, 5
= almost certain)

Risk Score

Action

20-25 High Risk

Change is very risky and should be evaluated by CAB

10-20 Moderate Risk

Change is moderately risky and should evaluated by CAB

1-10 Low Risk

Change is very low risk and must be approved by Service Owner at a minimum

Communications, Training, and Documentation Plan
The RFC will detail the communications, documentation, and training requirements for the proposed
change, taking into account all appropriate stakeholders of the service (within and outside Information
Technology).
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The Service Owner and/or CAB will review – and if necessary, modify – the proposed communications
plan.
The proposed plan should take into account the following factors (some of which will have been
identified during the impact assessment):
•
•
•
•
•
•
•

Who is affected by the proposed change? (both inside Information Technology, and otherwise)
What is the impact of the change on these people?
What are the appropriate tools to communicate the change to everyone affected?
What is the amount of notice required for the proposed change?
What are the implications of the change on Information Technology Support Services?
Does existing documentation have to be updated, or does new documentation have to be
prepared?
Does Information Technology staff members, or users of the service, require training related to
the change?

Change Record States
The RFC state will be modified by various individuals/groups during the lifecycle of the change where
appropriate:
State
Draft

Proposed
Approved
Postponed
Rejected
Complete
Incomplete
Closed

Description
An RFC begins in this state until it is ready for
review by the appropriate approval authority
(‘Proposed’)
The RFC is ready for review/approval
The RFC is approved for implementation
The RFC requires rescheduling or further
updates before it can be approved
The RFC is not approved for implementation
The change was completed
The change was not completed or is not fully
complete
The change has been reviewed by CAB
and/or the Service Owner and requires no
further work.

Modifying Authority
Default State – Change
Originator
Change Originator
Service Owner or CAB (based on
change classification)
Service Owner or CAB (based on
change classification)
Service Owner or CAB (based on
change classification)
Change Originator
Change Originator
CAB or Service Owner
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Change Management Process Map

The following diagram describes the overall workflow of changes from their proposed state through to the closure of the change record (note – this requires furth

Is the change
required a new
or existing
standard change

Standard Change

CAB approves
as Standard
change

Review of
Normal change
for approval as
Std. change by
CAB

Request
approval for
standard
change

New Std. Change

Place change on
Standard
Change list

CAB denies
Standard
Change

Complete
Change

Existing Std. Change

Update Change
records

Close
RFC

Revisit RFC

Rescheduled

Postponed
by S.O.

Service
Dependencies

Create RFC

Categorize
Change

Minor Normal
Change

Submit RFC
to S.O.

Approved
by S.O.

Schedule Chg
(Service
windows, Black
out periods)

Normal
Change

Implementation
Plan

Denied by
S.O.

Impact & Risk
Assessment

Significant
Normal
Change

Submit RFC
to CAB

Build CAB
agenda
-List of changes
for review
(Min 3 days)

Close
RFC

Implement
Change

CAB review

Create change
record, On
schedule, As
complete

Postponed
by CAB

Escalated
by CAB

Test Plan

Denied by
CAB
Back-out Plan

Major Normal
Change

Comm. & Train.
Document Plan

Proactive Emergency Change

Approved
by ECAB
Approved
by ECAB

Submit RFC to
ECAB
Denied by
ECAB

Emergency
Change

Reactive Emergency Change

Emergency
Change approved
by S.O.

Review of
Proactive
Emergency
change by S.O.

Emergency
Change denied
by S.O.

Emergency
Change
postponed by
S.O.

Implement
Change

Close
RFC

Approved
by CAB

Place
change On
Schedule

Implement
Change

Flag Change as
complete

Change Management Process Measurements
Change Management Reports
Reports will be developed and presented to the IT Management Team on the success rate of change
implementations, number of tickets generated as a result of changes, aggregate information about
changes, etc.

Measurements
The following Critical Success Factors (CSFs) will be evaluated over time and analyzed by the CAB for
recommendations to the IT Management Team on required Change Management process
improvements:
CSF #1 (Protect Services When Making Changes)
•
•
•
•
•

Reduction in the number and percentage of changes with incomplete/inaccurate impact
assessments
Reduction in the number of incidents attributed to approved changes
Reduction in the percentage of changes that are categorized as emergency
Reduction in service unavailability due to changes
Was change executed on time and within the projected service outage period?

CSF #2 (Ensure all changes to components are well managed and recorded in a timely manner)
•
•
•
•

Reduction in number and percentage of compliance issues (e.g. procedures were not followed)
for the Change Management process
Reduction in number and percentage of incomplete change records
Reduction in number and percentage of incomplete status updates of change records
Increase in the accuracy of all documentation of assets, components, systems, and services

CSF #3 (Optimize overall risk)
•
•
•
•
•
•
•

Reduction in the percentage of changes that are categorized as emergency
Increase in number and percentage of documented testing
Increase in number and percentage of documented risk/impact analysis
Was the change completed successfully?
Reduction of unsuccessful changes
Reduction of disruption to services due to planned or unplanned changes
Was risk assessment accurate and complete?

CSF #4 (Increase customer satisfaction of the Sheridan Community with IT services)
•
•
•

Increase satisfaction of the Sheridan Community with IT services
Did the change meet or exceed the customer requirements
Decrease the amount of changes not communicated to Sheridan Community.
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